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THREEYEARSBAGHELoRoFCoMPUTERAPPLIGATIoNPRoGRAMME

BCA-601 Gomputer Network Security

Unit-|lntroduction:Attack,ServicesandMechanism'ModelforlnternetworkSecurity.
Cryptography:Notionot.plainT"'t'Entryption'Key'CipherText'Decryption

"no 
.rvptl["ii"i.; iro[" r"v"ii.-wit[n, i,git"r bignJt,r"s and Authentication'

Unit-lt Networksecurity: Authentication Application, Kerveros, x'509' Directory

Authentication Slrvice' Pretty Good Privacy' S/Mime'

Unit- lll lP security Architecture: overview' Authentication header' Encapsulating

Security pay Load comOrnrn! b;;h/ Associations, Key Management'

Unit- lV Web Security: Requirement, Secure ..Socket 
Layer, Transport Layer

Security, anO'S"t'= Electronic Transactions'

Unit-v 
U:ffi1[,gil]?"#""t Bi,;,XI',7-'d. 

overview ot sfurvtp Architecutre-sMMPVl1,

Unit.VlsystemSecurity:lntruders,Viruses.andRelateThreats,FirewallDesign
Principles.Comprehenslveexamplesusingavailablesoftware
plattormJicJse ioots' Configuration Management'

1

Referential Books:

1. W. Stallings, Networks SecuritY

2000.
2. W.Stallings, CryPtograPhY and

Education, 2000'

Essentials:

Network

Application & Standards,

SecuritY, PrinciPles and

a

Pearson Education,

Practice , Pearson
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Unat - I overview of system Analysis and Design: Systems Development Life

irements determination, logical
ning, imPlementation, Planning and

interviewing, presentation skills;

analysis; grouP based aPProaches,
lesign and code reviews; prototyping;

database design softurare quality metrics; application categories softtruare

package evaluation and acquisition.

lnformation Requirement Analysis: Process modeling with. ph.ysical logical

Oit" no* diagrams, data modelin-g with logical entity relationship diagrams.

y and cost estimation.
control, design of outPut and
rocess, user interface design,

prototypin g ; software constru ctors; documentation'

ApplicationDevelopmentMethodologiesandcASEtools:
inidrmatiorr ensineerins structured tvtt"T "t:Y'':"?:ilS;:fli' oll:

interface design, and
computer aided

in the analYsis deslgn and

implementation of information systems' i

,
I
t
L,

,

Unit - Il

Unit- III

Unit- lV

2.

3.

4.

Unit - v Design and lmplementation on oo
and design
object modeling technique , object modeling,
functionat object

1 998.
V.Rajaraman, Analysis and Design of lnformation system,

J.A.senn, 
,,Analysis and Design of lnformation systems"

Platform: Obiect oriented analysis
through

dynamic modeling and
oriented

implementation, object

Pearson Education, 1991 .

MethodS", (Galgotia Publications

design ,and object oriented programming systems for

oriented data bases.

Unit- Vl Managerial issues in software Projects: lntroduction to soft,trare markets;

pianni-ngof softrareproiects, size..and cost estimates; project schedu.ling;

mejjurEment ot Jottivare' qualig and productivity, ISO and capability

maturity models for organizationalgrowth. .r

)

Referential Books:
1. l.T.Haryszkiewycz, lntroduc'tion of system Analysis and Design, Pearson Education, (PHl)

J.K.Whiten., L.D.Bentley, V.M.Beslow, "syStem Analysis and Design

R t.Ltd.) 1994
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-1i:- l lntroduction to E-Commerce: The Scope of Electronic commerce' Definition of

Electronic commerce, Electronic E-commerce and the Trade cycle' Electronic

Markets,ElectronicDatalnterchange,lnternetCommerce,E-Commerceln

3::il"$:"strategy in an Erectronic Age: supprv chains, porter's Value chain

Model, lnter Organizational Value Chaini' Compeiitive Strategy' Porter's Model'

First Mover Advantage Sustainable Competitive Advantage, Competitive

AdvantageusingE-Commerce,BusinessStrategy,lntroductiontoBusiness
Strategy, Strategic lmptications of lT, Technology, Business Environment, Business

Capability,ExitingBusinessStrategy,strategyFormulation&lmplementation
ptanning,E-CommJrcelmplementation'E-CommerceEvaluation'

Unit-|lBusiness.to.BusinessEtectronicCommerce:CharacteristicsofB2BEC,Mode]sof
B2B Ec, procurement frt"nrgJ;*t U:iltthe-Buye/s lnternal Marketplace' Just in

Time Delivery, Other B2B M;"deis, Auctioris anO S6rvices from Traditionalto lnternet

Based EDl, lntergration wiin gacr-end lnformati sofirare

Agents ioi 
'aza 

e-c, enctroni" "*"ting ! 
BjlB' anagerial

lssues, ElectroniqData lnterffig" iiDl)' Eol: The iness'

Unit_ ,r rnternet and Extranet : Automotive Network Exchange, The Largest Extranet,

Architecture of the lnternet, lntranet and Extranet,. lntranet Softlvare,

Applicationsoftntranets,lntranetApplicationCaseStudies,considerationsin
lntranetDeployment,TheExtranets,ThestructuresofExtranets,Extranetproducts&
servi@s, Applications of ixtranets, Business Models of ixtranet Apdi6ations'

Effi::1il'tilil"", systems : rs sEr a rairure, Erectronic pavments &

protocols,securityschemesinElectronicpaymentsystems,ElectronicCreditcard
system-o-n the lntemet, Electronic Fund transfer and Debit cards on the lnternet, Stored

- value cards and E- casn,'iiearonic check systems, Prospect of Electronic Payment

SYstems, Managerial lssues'

Unit-lVPublicPolicy:F.TLlgallssuestoPrivacy:EC-RelatedLegallncidents,Legal
lncidents, Ethical & Oth;; dtL eoU"y tisues, Protecting Privacy' Protecting

tnte[ectual property, rr""-'rp"Iih] inGttittt r^o"tb''cv f .cJlsgrship' Taxation &

Encryption policies, other G;;i Bsuet, coni-ai, GimU[ng & More' consumer &

Sellei Protec'tion ln EC. )

Unit-VlnfrastructureForEc:lttakesmorethanTechnology,ANetworkofNetworks,
lnternetProtocols,WebBasedclienUserver,lnternetSecur{y.,sellingontheweb,
ChattingontheWeb,Multimediadelivery,AnalyTingWebVisits,Manageriallssues.

Referential Books:
1. David Whiteley, 

. E-Commer@"' Tata McGraw Hill' 2000'

2. Eftamirurban, Jae Lee, David xing, x. Michale chung, 'Electronic commerce" PearsonEducatiot

2000
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C Business lntelligence and Business Decisions: Modeling Decision
Process; Decision support systems; Group decision support and Groupware
Technologies.

tll Executive lnformation and support Systems: Business Expert System and
Al, OLTO & OLAP; Data Warehousing; Data Marts, Data Warehouse
architecture; Tools for data warehousing.

illl Multi- Dimensional analysis: Data mining and knowledge
discovery; Data mining and Techniques; Data mining of Advance
Databases.

s: Concept and Structure KM systems,
nt appreciation & limitation.

g Concepts & Techniques", Harcourt lndia,

I

ester and will be Conducted by the college

' ,on/Seminar based on Major Project . OBCA+ Presentation/Seminar based on Major Projec 
.

PreseDn/Seminar based on Major Project will be evaluated by eiternal examiner only.
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